ObecnevyeHue 3awuntbl MHpopMmauuun PYIM «bentenekom»

B uenax opraHusaunm NpoTUBOAENCTBUS Yrpo3aM UHopMaLMOHHON 6e30nacHOCTM

PYI «bentenekom» OKa3bIBAlOTCA HaceNleHUO credyowme ycnyru: 3awmTta ot DDoS aTak,
unbTpauma ceTeBoro Tpadurka, NnpeaocTaBaeHNe ANLEH3NI Ha UCNOJIb30BaHNE aHTUBUPYCHOW
3alUMThI, NOBbILIEHNE 0CBEAOMIEHHOCTH B chepe NHPopMaLmnMoHHoM 6e30MacHOCTH, a Takxe
POANTENLCKUIA KOHTPOb.

Ons nonynspmsaumm nHdopMaumnoHHon 6esonacHoCcTy co3faH MHTepHeT-nopTan:
security.beltelecom.by, nocBsiLLeHHbI BONPOCaM 3alLnUTbl MHOPMaLU.

B xopne cBoen geatensHocTn B 2020 rogy cneunanuctel npeanpuatus PYMN «bentenekom»
CTOJIKHY/INCb CO CeAYoLWNMIN BUOAAMN Yrpo3:

1. YBennymnacb MHTEHCUMBHOCTb pacrnpefefieHHbIX aTak, HarnpasJ/ieHHbIX Ha 0TKas3 B
0bcnyXnBaHUM MHPOPMALMOHHBIX CUCTEM U CETEN.

2. Y4acTnNoCb KONMYECTBO C/y4aeB NonyvyeHns paboTHMKamMn NnpeanpuaTsa 3N1eKTPOHHbIX
MOYTOBbIX COOBLLEHUNI, COAEPKALLNX BPELOHOCHOE BOXKEHNE AN CCbISIKY Ha OMaCHbIN
(«3apakeHHbI») MHOPMAaLMOHHBIN pecypc (puwnHr). MNpu 3TOM aKTUBHO CTana
ncnosb3oBaTbca Tema naHgemun Covid-19.

3. AHTUBMPYCHbLIM NPOrpamMMHbIM 0becnevyeHnemM Ha CETEBOM N OKOHEYHOM 060pyaoBaHMM
PYM«bentenekom» PUKCUPYIOTCS CyYan Hann4mMa BpeLOHOCHOr O NporpaMMHoro obecnevyeHus
(nanee - BMO). N3y4eHune BbigBaeHHOro BIMNO nokasano ero opueHTUPOBAHHOCTb Ha MOXULLEHNE
6aHKOBCKON MHOPMaLUKN nan WngpoBaHMe AaHHbIX. MNpy 3TOM yBeAnyYnnacb n CKOpoCTb
pacnpocTpaHeHus BIMO. Tak B ceHTs6pe 2020 roga 66110 onybanMKoBaHO nccnenoBaHune
yszsumocTmn Zerologon (CVE-2020-1472), a y>xe B okTsbpe 2020 roga cneumanmctamm
PYIN «bentenekomM» 3ahmkcmMpoBaHbl NoA0bHbIE aTakK Ha UHPOPMALIMOHHbLIE CUCTEMbI
npeanpuaTus.

4. YBeNnM4nInCb aTaku, HarnpasJieHHble Ha OKOHeYHoe ceTeBoe obopyoBaHMe aboHEHTOB.
Ncnonb3ys nepebop napons (bpyTdopc) moaemHoro obopynoBaHmMs, 3/10yMblLUIEHHUKN
3aKpenaTCs B IOKanbHON ceTn aboHeHTa.

5. Ha oKOHe4HbIX ycTponcTBax aboHEHTOB (KOMNbIOTEPLI, HOYTOYKN, MOBUNbLHLIE YCTPONCTBA U
Ap.) NPOAO/IKAT NPUCYTCTBOBATL Pa3nyHble ya3BMMOCTU 1 BIMO. YKazaHHOE CBA3aHO C
MCMNONb30BaHNEM yCTapeBLUEero UM HeMLEH3NOHHOI0 NporpaMMHoro obecnevyexus,
NFHOPUPOBaHME leraabHOro NprobpeTeHnsa N NCNONb30BaHUSA CPEACTB 3alUTbl MHOPMaL MK,

Mo MHeHMI0 cneumannucToB NpegnpuATUA, O4HUM N3 (PaKTOPOB YCMNEeLWHOCTY NPOBEeAEHHbIX aTakK
3/10YMbILUNEHHUKAMW ABISETCSH HU3KUA YPOBEHb FPAMOTHOCTM 1 OCBEAOMJIEHHOCTM abOHEHTOB B
chepe nHhopMaLmnoHHOM Be30nacHOCTH.

Mpwn N3yYeHn MMPOBbLIX TEHAEHLNIA B chepe NHGOPMALMOHHON 6e30MacHOCTM, U3 OTKPbITbIX
NCTOYHMKOB (shodan.io, greynoise.io, censys.io 1 ap.) noayyYyeHa MHpopMaLmna cBugeTensCcTeyowas,
4TO B HaLMOHAJIbHOM cerMeHTe rnobanbHoOM ceT NUHTEpHET 3HaYNTEeNbHO YBEANYNIO0Ch KONYECTBO
NONbITOK «3apaXeHusa» loT-yCTPONCTB.


https://www.mpt.gov.by/ru/obespechenie-zashchity-informacii-rup-beltelekom
https://www.beltelecom.by/business/internet/additional-service/ASAP
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